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Overview of CadetNet M365

CadetNet M365 is made up of two key parts:

1. CadetNet Enterprise Application (CEA) used by over 30,000 ADF Cadets and
Adult Volunteers providing online management of Personnel, Activities,

Logistics, Facilities, WHS, Learning and Administration modules.

2. Microsoft 365 (M365) providing a single enterprise solution that is secure and

flexible to enable:

. Collaboration across cadets and staff
. File sharing and storage
. Access to communication tools like Microsoft Teams

The CadetNet M365 environment can be accessed via CadetNet laptops, personal laptops, PCs,

tablets and mobile phones (also referred to as BYOD devices).

With this new online collaboration platform, end users will be required to use multifactor
authentication (MFA). This Multifactor Authentication Help Guide has been developed to support

users to manage and set up MFA for the first time for a seamless login to CadetNet M365.

What is MFA?

MFA is a security method that requires users to provide two or more different types of
identification to access a device, application, or online service, adding extra layers of protection to
prevent unauthorised access. MFA keeps your personal information and accounts secure. It also

helps protect Defence’s applications and systems against threats.

Why do we have to use MFA?

Usernames and passwords are information that can be easily discovered and
used to take over not just your CadetNet account but also other personal or work

accounts if you have repeated the same password.

Having an extra step can be inconvenient at first, but remember that taking
shortcuts leaves your system more vulnerable. It helps to avoid spending hours
later on trying to regain access to your accounts and dealing with the

consequences of your data being stolen.
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Microsoft Authenticator Installation

How to install Microsoft Authenticator
It recommend to use the Microsoft Authenticator App because it provides the most secure sign-in

experience and seamless integration with Microsoft 365.

Please note: you do not need to download the Microsoft Authenticator application if you already
have it. You will be able to set up another profile in Microsoft Authenticator for CadetNet. Follow
the steps in the section of how to add a CadetNet account to an already installed Microsoft
Authenticator on your mobile device.
Note: If you are having issues with the Microsoft Authenticator app, please check if your mobile
device meets the minimum operating systems (OS) requirements:

e Android 8.0 for Android

e iOS 15.0 for Apple

If your mobile device does not meet this requirement, the Microsoft Authenticator app will not be
supported. It is recommended that you either update your device to the latest OS prior to

installing.

What if | don’t own or have access to a smartphone?

Defence is working on a solution to support you. In the meantime, you can download an

authentication application to a tablet (Microsoft Authenticator app iOS and Android), laptop or PC

(2Fast — Two Factor Authenticator or another preferred Authenticator app) that you own or can

readily access when you need to use CadetNet. This application will provide you with the code

you need to authenticate, however you will need to make sure your device is kept secure.

If this doesn’t work for you, talk to your unit command to obtain printed versions of activity
schedules, communication notifications, forms, and training material. Support will be considered

on a case by case basis.

Note: If you work in an area that does not allow you to access your smart device (e.g. Defence
Zone 3), please use the call option detailed in step 4 of “How fo setup Microsoft Authenticator for
CadetNet M365” within this Help Guide.
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How to install Microsoft Authenticator on iOS device
Follow the steps in this section to install Microsoft Authenticator on your mobile device.
Note: If you have already installed an Authenticator application on your smart device? Please

proceed to page 7 of this Help Guide.

1. On your iOS device, open App Store

= TI5 o T

2. In App Store, go to Search bar and enter ‘Microsoft Authenticator’, u

Ii

and select, then select Get to installtheapp ——— | Micrasoft Authenticator

e Je
s e ®
e b
| | 2 ©
| __ 8 A 3
Google Authenticator
e i GET
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3. You might be asked to enter Apple ID password or Touch/Face ID if

you have Apple account security setup. If you do not have the setup,

the app will be installed without this

Fal) Microsoft Authenticator
0 Producivity
LA A 2 2

4. The Microsoft Authenticator app is installed when the status changed

into Open (Image) —F—+7———— = |

S0S only 706 pm + 100%

1 microsoft authenticator o

Microsoft Authenticator

Google Authenticator

5. You will now be able to find the Microsoft Authenticator app on the
main screen of your smart device.
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How to install Microsoft Authenticator on Android device

Follow the steps in this section to install Microsoft Authenticator on your mobile device.

1. With your Android device, search ‘Microsoft
Authenticator’ in the application store (e.g. Play Store). | € microsoft authenticator X |
Select the Microsoft Authenticator application from the _ ,
ﬂ Microsoft Authenticator
search results

O\ microsoft authenticator

2. Select Install ~ Microsoft
Authenticator

Microsoft Corporation

4.6 % 10M+ E

193K reviews Downloads Everyone ®

3. Once installed, select Open to launch the Microsoft

Authenticator app oW Microsoft
v Authenticator
Microsoft Corporation

B -

Uninstall

4. You will now be able to find the Microsoft Authenticator app on the
main screen of your smart device
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Microsoft Authenticator Setup

How to setup Microsoft Authenticator for CadetNet M365

This includes your first time setting up MFA or if you require an MFA reset. Follow the steps in this

section to setup Microsoft Authenticator app for CadetNet.

1. Open a browser on your CadetNet laptop, personal laptop, PC or tablet and navigate to

https://myprofile.microsoft.com

2. Enter your CadetNet sign in email details

which will be different across each Cadet

B9 Microsoft
Organisation as follows; Sign in

Jane.Doe@cadets.gov.au

Can't access your account?

jane.doe@cadetnet.gov.au
jane.doe@armycadets.gov.au
jane.doe@navycadets.gov.au

jane.doe@airforcecadets.gov.au

3. Enter your current CadetNet

B8 Microsoft B® Microsoft

password “ @cadetnet.gov.au

Enter password Let's keep your account secure

We'll help you set up another way to verify it's you.

Forgot my password

Use a certificate or smart card

ying your ide
= |

4. Here is where you

If you would like to receive a call or text to sign in

select which option

with a code? Please select this link and progress to If you have installed Microsoft
you would like to use Step 13 of this Help Guide. H T i
to register your MFA? Microsoft Authenticator please select Next and continue to
\ é Start by getting the app Step 5 of this Help Guide.

4

[ Lwant 1o set up 3 different method ]

If you are using 2Fast — Two Factor Authenticator or

another preferred third party desktop Authenticator
app, please select this link and follow the instructions

for your chosen app.
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5. Before continuing with this
option, you will be required to
have completed Steps 1 to 4 of
How to Install Multifactor
Authenticator of this Help
Guide. Once you have
downloaded the Microsoft
Authenticator app on your smart

device; Select Next

6. Now, follow the prompt to set up
your Microsoft Authenticator

app, and then Select Next

7. This will issue a one-time QR
code - Use the Microsoft
Authenticator app on your smart
device to scan the QR code. This
will connect the Microsoft
Authenticator app to your

account.

Keep your account secure

Method 1 of 2: App

(7] 2

App Phone

Microsoft Authenticator

Start by getting the app

- On your phone, install the Micresoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose *Next".

Lwant to set up a different method Skip setup

want to use a different authenticator app

Keep your account secure

Method 1of 2: App

o :

App Phone

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

oo | EE

| want to set up a different method Skip setup

Keep your account secure

Method 1of 2: App
o :
App Phone

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app wiith your account.

After y

& QR code, choose “Next™

=l -

Lwant to set up a different method Skip setup
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8. The following steps will guide you through the syncing with your mobile Microsoft
Authenticator app;

Step 1 - Open your Authenticator app on your mobile device

Step 2 - Select Add Account

Step 3 - Select Work or School Account

Step 4 — Now select Scan QR Code

Step 5 - Hold your smart device camera towards the QR code presented on your screen
Step 6 — Now you will see that you CadetNet sign in email has successfully loaded.

Step 1 Step 2 Step 3

3:a1 w e

3:44

3:44

K}
.

= Authenticator < Add account

Authenticator Cancel

WHAT KIND OF ACCOUNT ARE

. !" YOU ADDING?
m Authenticator -
=- Personal account

=- Work or school account
Ready to add your
first account? Eaenin i)
Any Microsoft account or

other type of account you
add will appear here.

Add account

ail SN Bl BE Rat RE BN Rk S Already have a backup?
Restore your account.

o B B BN B BE B i < .
Begin recovery

space

Step 4

a +

3:44 W

< Add account Scan QR code

[\;1 cadetnet.gov.au
@cadetnet.g...

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

== Personal account

== Work or school account >

Other (Google,

Fo ]
i
Facebook, etc.) Bl

5

Your account provider will
display a QR code

eciorkogs hoslac ol Enter code manually

Signin

[ Scan QR code ]

Cancel

" =]
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9. Now that you have scanned the
QR code, Select Next.

Keep your account secure

Methad 104 2: App

Scan the QR code

Keep your account secure

10. This will generate a one-time
code to be entered in to your

(/]
Microsoft Authenticator app on

. Microsoft Authenticato
your smart device. g '

Lwant to set up a different method

3:46 Ta

11. Enter your one-time code into

= Authenticator

your smart device authenticator [

Q4

= Authenticator

Are you trying to sign in? l Are you trying to sign in?
cadetnet.gov.au
@cadetnet.gov.au

app.

cadetnet.gov.au
@cadetnet.gov.au

Enter the number shown to
sign in.

Enter number

No, it's not me

: 5 -
b 2 B
g i wire

0 S

OFFICIAL

Enter the number shown to
sign in.

87

No, it's not me

Yes
1 2 3
4 5 6
7 8 9
0 &
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12. When the Notification approved

Keep your account secure
message appears on the

Method 1 of 2: App

webpage, select Next. And o

progress to Step 19 of this Help

Microsoft Authenticator

Guide.
\/ approved
=
Lwant to set up 3 different method
13. Here you have opted to get a call
mobile device in Step 4 of the Help 0 Start by getting the app
. Oin yoaw phone. nsiall thie Maroeof Authenboasor app. Dowsdoad now
GUIde’ After you ingtall the Microsolt Authenticaion app on your dewice, choose “Rlext”
e

14. Choose your preferred method

Choose a different method =

Microsott Authenticator

® e cndes.

Need more o] Loarn mode about eac
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15. Now, complete the required fields; selecting Method 2 o1 2 Phone
. . /]
Country Code (Australia (61+)) and entering
your mobile number then select Next.
Note: This will initiate a validation code to be | e cos e number _
Australia (+61 |3 & nur iy

sent as a text message or you will receive a

Choase how to verify

call to your mobile phone. If you opted for a g S e

ata rates may apply. Choosing Next means that you agree to the Te and Privacy

call please proceed to Step 19 of the Help

Guide. -

Lwant to set up a different method Skip setup
16. Depending on your device; you may need to Keep your account secure
complete this validation prompt before
Method 2 of 2: Phone
progressing through to the next screen. A )

new code will generate after each attempt
Phone

until you get it right!

Please show you are not a robot.

Q

If this screen does NOT display, please

[ 3swvDK3w|

proceed to Step 17 of this Help Guide. . |

1 want to set up 3 different method

17. One-time Validation Code text message will ﬁ‘ “‘”' +
{®

be sent to your smart device.

Microsoft
Use verification code
186318 for Microsoft au- ~
thentication.

Note: The code displayed in this guide is only

Use verification code

an example. You will need to refer to your o hontioion %t
mobile to retrieve your onetime validation The sender i not i your contact st
code. - o

| The I'm

QWERTYU I OFP

. Microsoft
-, A'SDF GHJKL

Use verification code
079829 for Microsoft Bl Gad GAD Gl O G B0 63
authentication. 123 space return
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18. Enter your one-time 6 digit validation Keep your account secure
code sent to your mobile. Select Next
Method 2 of 2: Phone
(/]
Emai Phone
Phone
We just sent a 6 digit code to + Enter the code below.
fre—
=)
Lwant to set up a different method Skip setup
19. Once Verification is complete, Select Next Keep your account secure
Method 2 of 2: Phone
Em. Phon
Phone

°‘-/E'v'u:,1‘.cn complete. Your phone has been registered

Skip setup
20. Congratulations! You have Method 2 of 2 Done
successfully Pre-Registered ot Phone
your MFA set up, Please select
Success!
Done’ Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

&

=
g Microsoft Authenticator
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21. If you are using a shared device
(CadetNet Laptop) select NO.

B8 Microsoft

@cadetnet.gov.au

If you are using a BYOD then Stay signed in?

n select YES.
you can se ect S Do this to reduce the number of times you are asked

to sign in.

[ ] Don't show this again

No

& C Q O nhttps//myprofilemicrosoft.com ®

22. Microsoft Wi " automatica”y @ Logintothesite|A.. @@ Campus @ Military Personnel P... () Login - DHA Online... @ ADF Pay and Condit.. @ Pages - APS Perfor. @ ERP Performance an... @ Physical Fitnes;
prompt you for feedback,

Please select Cancel

Give feedback to Microsoft
Overall, how satisfied are you with My Account? *
1 2 3

Not satisfied Extremely satisfied

What could we be doing to improve the experience? (optional)

Remember not to include personal o sensitive information like phone numbers,
passwords or cryptographic keys.

Privacy statement =¥ By pres submit, your feedback will be used to improve
Microsoft products and services. Your IT admin will be able to collect this data.

23. This will default to the Microsoft € C @ (@ momponemcston o
@ Loginto thesite | A @) Campus @ rsonnelP.. (@) Login - DHA Online... @) ADF Pay and Condit.. (@) Pages - APS Perfor.. (@) ERP Perfor @ Physical Fitness
home page. As this is only an
MFA Pre-Registration
opportunity, you will be blocked

from accessing any of the

B® Microsoft

application until after System W@ cadetnet.gov.au

Go-Live. You don't have access to this

Your sign-in was successful but you don't have
permission to access this resource.

Ehgn. out and sign in with a different acco un'l

Mare details
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